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IT security is important, 

but where and how to start? 



Information Security Management System (ISMS) 

• describes controls 

• that an organization needs to implement 

• to ensure that it is sensibly protecting 

• the confidentiality, availability, and integrity of assets 

• from threats and vulnerabilities. 
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ISMS Best Practices 

IT-Grundschutz BSI 200-x ISO/IEC 27001 
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IT-Grundschutz BSI 200-x 

• reduce the expenses of the information security process. 

• known approaches and methods for improvement of information security are 

combined and updated continuously. 

 

• IT-Grundschutz Compendium: methods with concrete security safeguards for 

typical business processes, applications, systems, communication links and 

rooms 

 
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/International/bsi-standard-2002_en_pdf.html 
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IT-Grundschutz Compendium 
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https://www.bsi.bund.de/EN/Topics/ITGrundschutz/itgrundschutz.html 



IT-Grundschutz Compendium 

Modules 

• System-oriented modules: 

 

• INF (Infrastructure) 

• NET (Networks and Communication) 

• SYS (IT Systems) 

• APP (Applications) 

• IND (Industrial IT) 

Process-oriented modules: 

 

• ISMS (Information Security Management 

Systems) 

• ORP (Organisation and Personnel) 

• CON (Concepts) 

• OPS (Operation) 

• DER (Detection and Reaction) 
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IT-Grundschutz Compendium 

SYS.1.1:General Server 
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IT-Grundschutz Compendium 

SYS.1.1:General Server - Requirements 
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IT-Grundschutz Compendium 

SYS.1.1:General Server – Cross Referencing Threats 
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